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1. Our Dashboards 

1.1. O365 License Management 

 

 

1.2. Azure Active Directory Sign In Dashboard 

 

 

 



1.3. Azure Audit Log Dashboard 

 

 

 

1.4. User Analysis Dashboard 

 



1.5. Email Delivery Analysis Dashboard 

 

 

1.6. Defender for O365 Dashboard   

 

 



1.7. Defender For Cloud APPS Security Analysis Dashboard 

 

 

1.8. Security Insight Dashboard 

 

 

 



1.9. Sentinel Dashboard for O365 

 

  



2. License Management  

2.1. Inactive License and License Management 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Many organizations hold large numbers of Microsoft 365 licenses, often resulting in unused or 

underutilized licenses.  

By using AnalytiQ360, companies can: 

• Identify unused licenses and reallocate or remove them to reduce costs. 

• Track license utilization and billing, ensuring optimal usage of purchased licenses. 

• Provide insights into high-usage mailboxes, enabling better license distribution and future 

purchasing decisions. 

Value Proposition 

• Cost savings through improved license utilization. 

• Enhanced visibility into Office 365 environment. 



Use Case: 

• Scenario: A company is about to purchase more Microsoft 365 E5 licenses but finds 20 inactive 

licenses through the system. 

• Action: Instead of purchasing new licenses, the company reallocates these inactive licenses to the 

employees who need them. 

• Outcome: The company avoids unnecessary expenses and ensures better resource utilization 

without expanding the budget. 

 

2.2. Licenses by Billing Station 

 

 

 

Advantage: 

 

• Detailed Cost Attribution: Allows businesses to track licenses by billing station or 

department, enabling clear visibility of costs at a granular level. 

• Budget Transparency: Empowers companies to hold departments accountable for their IT 

resource spending, leading to more informed decisions when requesting additional 

resources. 

 



Use Case: 

• Scenario: A department frequently requests additional licenses but has been flagged for 

not fully utilizing its current allocations. 

• Action: The finance department reviews license utilization by billing station and provides 

recommendations to better distribute resources across departments. 

• Outcome: Improved departmental accountability and more informed resource 

distribution based on actual usage. 

 

2.3. License History 

 

 

 

Advantage: 

 

• Audit Trail: Provides a complete history of license changes (additions, removals, or 

reallocations), offering a comprehensive audit trail. 

• Compliance: Supports regulatory compliance by maintaining a historical record of license 

management, ensuring that all actions can be traced back when needed. 

 



Use Case: 

• Scenario: During a routine audit, the company’s compliance team needs to verify how 

licenses have been allocated over the past year. 

• Action: The team accesses the license history to ensure no violations or discrepancies in 

license allocation. 

• Outcome: The company passes the audit with full transparency, maintaining trust with 

regulatory bodies and internal stakeholders. 

2.4. Inactive Mailboxes 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Advantage: 

• Cost Reduction: Identifies inactive mailboxes, allowing businesses to cancel licenses 

associated with employees who have left the company or roles that no longer require 

access. 

• Enhanced Security: Ensures that inactive accounts do not remain open, reducing the risk 

of unauthorized access or data breaches. 

 



Use case: 

 

• Scenario: The IT team finds that a number of user mailboxes have not been accessed in 

over 90 days, including employees who have left the organization. 

• Action: These licenses are reviewed, and either reassigned to new employees or 

deactivated. 

• Outcome: Significant cost savings by eliminating unused licenses, and a strengthened 

security posture by removing dormant accounts. 

 

2.5. User Mailbox Details 

 

 

Advantage: 

• Proactive Monitoring: Gives IT administrators the ability to monitor user mailbox sizes, ensuring 

users do not run out of space unexpectedly, which could disrupt communication. 

• Data Management: Helps identify high-storage users, so admins can enforce archiving or storage 

policies effectively. 

 

Use Case: 

 

• Scenario: The system identifies users who are approaching their mailbox storage capacity. 

• Action: The IT team contacts these users, helping them archive old emails or expanding storage 

as necessary to avoid disruptions. 



• Outcome: Business operations continue uninterrupted, as users are always aware of their storage 

limits and can act before reaching them. 

 

2.6. Highest Mailbox Users 

 

 

 

 

 

 

 

 

 

 

 

 

Advantage: 

• Resource Allocation: Identifies top users of mailbox storage, helping IT teams allocate additional 

storage or optimize usage where needed. 

• Efficiency: Allows IT teams to manage users with high data usage more effectively by 

implementing archiving policies or allocating additional resources. 

Use Case: 

• Scenario: A few employees in the sales department have extremely high email usage and are 

frequently reaching their storage limits. 

• Action: The IT department contacts the high-usage employees and introduces automatic archiving 

policies for emails older than a year. 

• Outcome: Efficient mailbox management without the need for constant storage upgrades, leading 

to cost control and increased operational efficiency. 



2.7. Last Added/Removed Licenses 

 

 

 

 

Advantage: 

• Tracking Changes in Real-Time: Provides insight into recent changes in license allocation, helping 

the IT department keep track of who is using which licenses and why. 

• Resource Allocation: Identifies recent license removals, allowing IT teams to reallocate those 

licenses immediately to avoid unnecessary purchasing. 

 

Use Case: 

 

• Scenario: A sudden spike in new hires leads to a significant increase in license allocations, which 

is tracked in the “Last Added Licenses” section. 

• Action: The IT team monitors these additions to ensure that all new hires are given the correct 

licenses, while also noting any unnecessary removals for future reallocations. 

• Outcome: Real-time insights lead to a better-aligned resource allocation strategy, ensuring that 

licenses are deployed efficiently and according to business needs. 

  



3. Comprehensive Auditing  
 

In today's regulatory landscape, businesses must ensure their systems are secure and meet compliance 

standards. However, managing and tracking changes across users, devices, and systems can be challenging. 

AnalytiQ360 provides comprehensive auditing capabilities that allow businesses to monitor user activities, 

system configurations, and security policies across their environments. By leveraging detailed logs and 

real-time insights, companies can mitigate risks, enhance operational efficiency, and meet compliance 

obligations. 

3.1. User and Admin Auditing 

 

Advantage : 

 

• Enhanced Accountability: Auditing all user and admin activities ensures every action is traceable, 

fostering a culture of accountability within the organization. By monitoring who accessed sensitive 

data or made critical changes, companies can mitigate the risk of internal threats or unauthorized 

access. 

• Quick Incident Response: In case of a security breach or suspicious behavior, the company can use 

the detailed audit logs to quickly identify the root cause and mitigate the issue, reducing potential 

damage. 

 

Use case: 

 

• Scenario: A suspicious login is detected late at night. The IT security team quickly reviews user audit 

logs to determine who accessed the system and whether any unauthorized actions were taken. 

• Outcome: By identifying the unauthorized user and the actions taken, the security team locks the 

account and prevents further damage, reducing the risk of data breaches or system compromises. 

 

 



 

3.2. Role and Permission Management for Improved Access 

Control 

 

Advantage 

• Minimized Privilege Abuse: By auditing role management and permission changes, the company 

ensures that access to critical systems and data is only granted to authorized users. This reduces 

the likelihood of privilege abuse or data exposure due to improper access controls. 

• Granular Access Control: Detailed logs provide visibility into which users or admins are making 

changes to roles and permissions, enabling the IT team to quickly review and revoke unauthorized 

changes. 

 

 

Use case 

• Scenario: A manager requests that a contractor temporarily gain administrative privileges. After 

the project ends, the IT team reviews the audit logs to confirm the contractor’s permissions were 

revoked. 

• Outcome: By ensuring that temporary permissions are promptly revoked, the company maintains 

tight access control, reducing the risk of unauthorized system access. 

3.3. Operational Efficiency in IT Management 

 

Advantage: 

 

• Streamlined Troubleshooting: Auditing helps track changes in real-time, enabling the IT team to 

quickly identify misconfigurations or actions that may have caused operational issues. This reduces 

the time spent on troubleshooting and allows teams to focus on value-added activities. 



• Improved Resource Allocation: Auditing device and directory management helps ensure that IT 

resources, such as devices, are allocated correctly and that any changes in infrastructure are 

properly tracked and managed. 

 

Use Case 

• Scenario: A service outage occurs after a system update. The IT team reviews audit logs to 

determine what changes were made and by whom, allowing them to restore the previous 

configuration. 

• Outcome: The issue is resolved quickly, minimizing downtime, reducing business impact, and 

improving overall system stability. 

 

3.4   Proactive User and Device Management 

 

Advantage 

• Enhanced Visibility: The system tracks thousands of user and device , providing real-time visibility 

into every action happening across the network. This data allows IT teams to spot unusual 

activities or changes instantly, helping prevent potential security breaches. 

• Quick Issue Resolution: With logs such as update device or update user, admins can identify and 

fix misconfigurations or unauthorized actions before they escalate, reducing downtime or 

exposure. 

Use Case 

• Scenario: An admin notices a surge in device update operations outside of normal business hours. 

Using the audit trail, they identify unauthorized devices being updated. 

• Outcome: The admin takes immediate action by isolating the devices and blocking the user 

accounts involved, reducing the risk of a breach and protecting sensitive company data. 

 

 

 



3.4. Group Management and Role Management 

 

• Effective Access Control: Auditing group and role management operations ensures that only 

authorized users are added to specific groups or granted administrative roles. This control limits 

the risk of privilege escalation, ensuring users only have the access necessary for their roles. 

• Accountability: The detailed audit logs track exactly who added or removed members from 

groups, ensuring any changes are fully traceable, improving overall accountability within the 

organization. 

 

Use case 

• Scenario: An employee is mistakenly added to an admin group, giving them excessive privileges. 

The IT team identifies the mistake in the logs and reverts the change immediately. 

• Outcome: Unauthorized access is revoked, preventing potential data misuse, and enhancing the 

company’s internal access control protocols. 

 

 

3.5. Synchronization and Directory Management 

 

Advantage 

 

• Synchronization Assurance: With logs tracking actions like synchronization rule actions, 

businesses can ensure that their directory and user management systems remain 

synchronized, whether operating in a hybrid cloud environment or managing complex 

deployments across multiple locations. 

• Efficient Directory Management: The directory management auditing feature provides 

logs of all changes made to the organizational structure, such as creating new users, 

deleting accounts, or modifying directory properties. This is key for maintaining an up-

to-date and accurate directory service. 

 

 



Use case 

• Scenario: After onboarding a large number of new employees, the IT team checks the 

directory management audit log to ensure all accounts were created properly and that 

there are no duplicate or unauthorized entries. 

• Outcome: The business avoids inconsistencies in its directory, ensuring smooth operation 

of services like email, shared drives, and cloud access without errors. 

 

 

 

3.7.  Key Management and Application Security 

 

Advantage 

• Secure Application Management: Auditing changes to applications and credentials helps 

businesses prevent unauthorized modifications that could introduce vulnerabilities. Ensuring 

secure handling of credentials, tokens, or API keys mitigates the risk of sensitive data exposure. 

• Encryption and Key Rotation: Key management logs track how encryption keys are generated, 

rotated, or expired. This ensures secure data handling and compliance with industry standards like 

GDPR and HIPAA, which require data to be encrypted at rest and in transit. 

 

Use case 

• Scenario: A regulatory audit requires proof that encryption keys used for sensitive data are rotated 

regularly. The IT team pulls up the key management logs, which show when each key was created 

and updated. 

• Outcome: The company passes the audit, demonstrating robust security controls and ensuring 

sensitive data is securely encrypted. 

 

 



4. Security and Compliance 

4.1. Admins Activities 

 

This feature tracks all actions taken by administrators within the system. It logs everything from 

changes in user privileges to system configurations and security settings. 

Advantage 

• Enhanced Accountability: By auditing all admin actions, organizations ensure that every change is 

traceable, which helps reduce the likelihood of unauthorized or accidental changes. 

• Improved Security: Monitoring admin activities helps ensure that only authorized personnel are 

making critical changes to system settings or permissions. 

 

Use Case: 

 

• Scenario: During a security review, the IT team notices an unusual number of system configuration 

changes. The "Admins Activities" logs reveal that an administrator's account was compromised 

and used to make unauthorized changes. 

• Outcome: The company is able to trace and reverse these changes quickly, mitigating the security 

breach and restoring system integrity. 

 

4.2. Users by Password Age 

This feature provides insights into how long users have had their current passwords, identifying those 

with passwords that are due for a change. 

Advantage: 

• Compliance: Many security frameworks (e.g., ISO, NIST) require regular password updates. 

This feature helps ensure the organization remains compliant by identifying accounts with 

outdated passwords. 

• Increased Security: Regular password changes reduce the risk of brute-force attacks or misuse 

of compromised credentials. 

 



Use Case: 

• Scenario: The system flags several users whose passwords haven’t been changed in over six 

months, violating company policy. 

• Outcome: The IT team enforces password changes for these users, improving security and 

ensuring compliance with internal policies and external regulations. 

 

4.3. Locked Accounts  

 

Tracks all accounts that have been locked due to too many failed login attempts or security 

violations. 

Advantage:  

 

• Incident Response: Allows quick identification and resolution of locked accounts, 

reducing downtime for users and minimizing disruption to business operations. 

• Security: Alerts IT teams to potential unauthorized access attempts or brute force 

attacks, allowing them to investigate and respond swiftly. 

Use Case: 

 

• Scenario: Several user accounts are locked in quick succession. The IT team reviews the logs 

and discovers a brute-force attack is being attempted on these accounts. 

• Outcome: The security team responds immediately, blocking the IP addresses responsible 

for the attack and notifying the affected users to reset their passwords, preventing a 

potential breach. 

 

4.4. Disabled Computers 

This tracks computers that have been disabled within the network, whether due to inactivity, policy 

violations, or security concerns. 

 

 



Advantage: 

• Resource Optimization: Identifying and managing disabled devices helps the organization 

maintain an accurate inventory of active machines, ensuring that resources are allocated 

efficiently. 

• Improved Security: Disabling unused or compromised computers reduces the attack surface 

and mitigates risks posed by outdated or unpatched systems. 

Use Case: 

• Scenario: The system identifies several computers that have been inactive for over 90 days. 

The IT team disables these machines to prevent them from being exploited by attackers or 

becoming vectors for malware. 

• Outcome: The business reduces its exposure to threats by ensuring only active, updated 

machines remain connected to the network. 

 

4.5. Stale Users & Computers 

 

Detects accounts and computers that have been inactive for an extended period of time, allowing the 

IT team to decide whether to deactivate or repurpose them. 

Advantage: 

• Security: Removing stale accounts and computers from the system reduces the risk of 

unauthorized access via dormant credentials or machines. 

• Compliance: Regularly deactivating stale accounts ensures compliance with data protection 

regulations that mandate the minimization of access to sensitive data. 

 

Use Case: 

• Scenario: The system flags several users who have not logged in for over a year, and computers 

that haven't been active in six months. 

• Outcome: The IT team deactivates these users and machines, ensuring that only active, 

legitimate users and devices have access to company resources. 



4.6. Computer by OS 

 

Provides a breakdown of all computers in the network by their operating systems, allowing IT to 

manage system updates and vulnerabilities based on OS version. 

Advantage: 

• Patch Management: This allows IT teams to prioritize patching and updating computers 

based on the operating systems they are running. Older operating systems may require 

more urgent updates or patching. 

• Standardization: Ensures that all systems in the organization are running approved and 

supported operating systems, reducing compatibility issues and security vulnerabilities. 

 

Use Case: 

• Scenario: The system detects several computers running an outdated version of Windows 

that is no longer supported with security updates. 

• Outcome: The IT team prioritizes these machines for upgrades, ensuring the entire 

network is secured and reducing the risk of vulnerabilities being exploited. 

 

4.7. Computer by Password Age 

 

Tracks the age of passwords associated with computers, helping ensure that system-level credentials 

are updated regularly. 

Advantage: 

• Security: Regular updates of system-level passwords reduce the risk of unauthorized access 

via outdated credentials. 

• Compliance: Many regulatory standards require periodic changes of passwords, and this 

feature ensures that computer-level passwords are not neglected. 

 



 

Use Case: 

• Scenario: A large number of computers have system-level passwords that haven’t been 

changed in over a year, exposing them to the risk of compromise. 

• Outcome: The IT team enforces a password change across all flagged computers, ensuring 

compliance with internal and external security standards. 

 

4.8. Domain Computer Info 

Provides detailed information about all computers in the domain, including their configurations, 

last login times, and status, allowing for easy management of the IT infrastructure. 

Advantage: 

• Asset Management: Having detailed information about each domain computer helps IT 

teams manage resources efficiently, ensuring they have an accurate view of all hardware 

and software within the network. 

• Proactive Maintenance: By identifying computers that are due for updates or have been 

inactive for a prolonged period, the organization can maintain a secure and efficient IT 

environment. 

Use Case: 

 

• Scenario: The IT team uses domain computer info to identify computers that haven't 

checked in with the domain controller in over six months. 

• Outcome: These machines are inspected, and either updated, reactivated, or retired, 

ensuring that the IT department is managing only active and secure assets. 

  



5. Azure Active Directory Sign In Analysis 
 

 

 

As organizations move toward more cloud-based environments and remote work, ensuring the 

security of user sign-ins becomes paramount. With the increase in global cyber threats, businesses 

must not only monitor who is accessing their systems but also understand the nature of these sign-

ins, such as where they are coming from, how they are authenticated, and whether these sign-ins are 

legitimate. 

AnalytiQ360’s Sign-In monitoring tools offer organizations comprehensive visibility into user 

authentication activity across the globe, allowing IT teams to take proactive measures to mitigate risks, 

improve security, and ensure compliance with regulatory standards. 



5.1. User Sign-In Status Monitoring 

 

 

 

 

 

 

 

 

 

 

The User Sign-In Status feature tracks the success, failure, and pending sign-ins in real-time. IT teams 

can instantly see how many sign-in attempts are occurring and can differentiate between successful 

logins and failed attempts due to incorrect credentials, security policies, or malicious activities. 

Advantage: 

• Real-Time Security Oversight: IT teams can monitor user access in real-time and respond 

swiftly to potential security threats, such as brute-force attacks or compromised accounts. 

• Proactive Risk Management: By tracking sign-in failures, organizations can quickly identify 

compromised accounts or ongoing phishing attempts, allowing them to mitigate security risks 

before they escalate. 

 

Use Case: 

 

• Scenario: The dashboard indicates an abnormal surge in failed login attempts for multiple 

accounts. 

• Action: The IT team investigates and finds that a brute-force attack is being attempted on the 

organization’s user accounts. 

• Outcome: They respond by locking down the affected accounts and prompting password 

resets, thereby preventing unauthorized access and protecting sensitive company data. 



5.2. Multi Factor Authenticating (MFA) Monitoring 

 

 

 

 

 

 

 

 

 

Multi-Factor Authentication (MFA) adds a critical layer of security by requiring users to verify their 

identity through additional steps, such as a code sent to their mobile device. The User MFA Status 

feature tracks how many sign-ins use MFA versus Single-Factor Authentication (SFA), ensuring that the 

company adheres to security best practices and compliance regulations. 

Advantage: 

• Enhanced Security: Enforcing MFA reduces the likelihood of unauthorized access, even if 

passwords are compromised. 

• Regulatory Compliance: Many industry regulations, such as GDPR and HIPAA, require MFA as 

part of a robust security framework. Monitoring MFA adoption ensures compliance with these 

standards. 

 

Use Case: 

• Scenario: The dashboard reveals that a significant number of users are still relying on single-

factor authentication, despite company policies mandating MFA for sensitive systems. 

• Action: The IT team implements stricter enforcement of MFA, ensuring all users enable it. 

• Outcome: Security is enhanced across the organization, minimizing the risk of credential theft 

and unauthorized access to critical systems. 

 



5.3. Sign-In Risk Severity 

 

 

 

 

 

 

 

 

 

 

The Sign-In Risk Severity feature categorizes login attempts into risk levels (low, medium, high) based 

on factors such as geographic location, device type, and sign-in patterns. This helps prioritize 

responses to potentially harmful sign-ins. 

Advantage: 

• Prioritized Threat Response: By categorizing sign-ins by their risk level, IT teams can focus 

their resources on mitigating high-risk attempts, reducing the likelihood of successful 

breaches. 

• Improved Security Posture: Quickly identifying and responding to high-risk sign-ins ensures 

that threats are neutralized before they can affect the business. 

 

Use Case: 

• Scenario: Several high-risk sign-ins are detected from IP addresses outside the organization’s 

normal geographic areas, signaling possible account takeover attempts. 

• Action: The IT team locks down the targeted accounts and blocks sign-ins from those regions 

until the activity can be investigated. 

• Outcome: The business prevents potential breaches, protecting sensitive data and 

maintaining operational security. 



5.4. Geographic Monitoring of Sign-In Attempts 

 

 

 

Geographic tracking of login attempts helps businesses see where their users are signing in from. By 

comparing this with expected user locations, the system can flag unusual or suspicious sign-ins. 

Advantage:  

• Fraud Prevention: Monitoring global sign-in locations helps businesses detect fraudulent 

activity or access from high-risk regions where the company does not operate. 

• Geo-Fencing Capabilities: Companies can implement geo-fencing to block login attempts from 

regions that pose higher risks of cyber threats, such as regions with a known history of 

cybercrime. 

Use Case: 

• Scenario: A retail company with a primarily U.S.-based workforce sees sign-ins coming from 

multiple foreign countries where they do not operate. 

• Action: The IT team blocks access for sign-ins from those countries and enforces stricter 

location-based security measures. 

• Outcome: The business mitigates the risk of compromised accounts, preventing unauthorized 

access from foreign entities and protecting customer and financial data. 

 



5.5. Event Type and Device OS Monitoring 

 

 

This feature logs detailed information on the types of sign-in events (successful, failed, locked 

accounts) and the operating systems of devices used to access the network. It helps ensure that only 

secure and compliant devices are accessing corporate resources. 

Advantage: 

• Security Policy Enforcement: By tracking the devices and operating systems used to sign in, 

businesses can enforce security policies, ensuring that outdated or non-compliant devices do 

not access critical systems. 

• Improved Troubleshooting: Tracking sign-in event types helps IT teams quickly diagnose and 

resolve access issues, reducing downtime for employees. 

Use Case: 

• Scenario: An organization notices that many sign-in attempts are being made from outdated 

Windows versions, which are no longer supported by security updates. 

• Action: The IT team restricts access from these devices until they are updated, enforcing 

compliance with company policies. 

• Outcome: The organization prevents vulnerabilities from being exploited due to unpatched 

devices, maintaining compliance with organization security regulations. 

 

 



5.6. Identifying Top Risky Sign-In Users 

 

 

 

 

 

 

 

The system tracks users who experience the most sign-in failures, suspicious login attempts, or 

targeted phishing attacks, identifying them as "risky users" who may need additional security 

measures. 

Advantage: 

• Targeted Security Enhancements: By identifying high-risk users, businesses can take extra 

precautions, such as enforcing stronger password policies or providing additional security 

training to those users. 

• Phishing Protection: Frequent login failures or targeted attacks can indicate that a user is 

being phished. Identifying these users early helps prevent successful phishing attacks. 

Use Case: 

• Scenario: A company identifies several key executives whose accounts are frequently targeted 

by phishing attempts and login failures. 

• Action: The IT team implements enhanced security protocols, such as mandatory MFA and 

phishing simulation training for these users. 

• Outcome: The company mitigates the risk of account takeovers for its most valuable 

personnel, ensuring that sensitive business information remains secure. 

  



 

6. User Analysis 
 

 

 

As companies increase their reliance on cloud services and remote work, understanding user behavior 

and securing user accounts are vital components of maintaining an organization's integrity. Monitoring 

user activities, detecting anomalies, and ensuring proper authentication help businesses safeguard 

their data while keeping employees productive. 

 

A User Activity Monitoring and Security System offers insights into user behaviors, security alerts, and 

resource usage patterns, allowing organizations to improve their security posture, comply with 

industry regulations, and optimize operational efficiency. 



6.1. O365 Usage Activities Monitoring 

 

 

 

 

 

 

 

Tracking usage activities within Office 365 applications like Exchange, SharePoint, OneDrive, and Teams 

gives businesses insights into how users interact with cloud services. This feature provides detailed 

data on document creation, email exchanges, collaboration within Teams, and file-sharing activities. 

Advantage: 

• Resource Optimization: By monitoring user activities, businesses can optimize their 

subscription and license management, ensuring that resources are allocated efficiently and 

unused licenses are identified. 

• Enhanced Productivity: Understanding how employees are utilizing tools like Teams or 

SharePoint helps managers identify productivity bottlenecks or opportunities for training. 

Use Case: 

• Scenario: An organization tracks the use of Microsoft Teams and finds that several teams rarely 

use features like file sharing or chat during projects. 

• Action: Management provides additional training on these features and integrates their use 

into daily workflows. 

• Outcome: The company sees faster decision-making and enhanced collaboration, which leads 

to the timely completion of projects. 

 



 

6.2. Sign In Events  

 

 

 

 

 

 

The system logs sign-in events, allowing businesses to monitor both successful and failed login 

attempts. This helps ensure that only authorized users are accessing the system and that unauthorized 

access attempts are flagged and investigated. 

 

Advantage:  

 

• Early Detection of Account Compromise: Failed sign-in attempts can indicate that an account 

is under attack, especially if the attempts originate from unfamiliar IP addresses or devices. 

• Improved User Experience: By tracking failed sign-ins, IT teams can identify users struggling 

with access issues, such as forgotten passwords, and offer timely assistance. 

 

Use Case:  

• Scenario: A company's IT department detects repeated failed login attempts from an 

employee's account. 

• Action: The IT team investigates and finds that the user's credentials were compromised in a 

phishing attack. They reset the account and enforce stronger security measures. 

• Outcome: The company prevents a potential breach and secures sensitive data before any 

damage is done. 

 



6.3. Sign-In Geo Map Monitoring 

 

  

 

By visualizing the geographic locations of sign-ins, businesses can monitor where their employees are 

logging in from and identify potential security threats from unusual locations. 

Advantage:  

• Fraud Prevention: Unusual login locations can signal fraud or account takeover attempts. 

Monitoring geographic data helps businesses detect these risks early. 

• Global Workforce Management: For companies with a remote or global workforce, tracking 

sign-ins by location ensures employees are accessing the system from approved regions and 

helps enforce geo-fencing policies. 

Use Case: 

• Scenario: An employee who typically logs in from the U.S. shows sign-in attempts from a 

foreign country known for high cybercrime rates. 

• Action: The IT team restricts access from that region and forces a secondary verification for 

the employee. 

• Outcome: Unauthorized access is prevented, and the employee’s account remains secure. 

  



6.4. Security Alerts and Notifications 

 

 

 

 

 

 

 

This feature provides real-time security alerts related to potential account compromises, identity 

protection breaches, or malicious sign-ins. Alerts are customizable to ensure that only critical 

events are flagged, allowing businesses to focus on the highest-priority incidents. 

Advantage:  

• Proactive Security Measures: Real-time alerts allow businesses to respond to threats as 

they happen, minimizing the potential damage caused by unauthorized access or 

malicious activities. 

• Compliance with Security Standards: Timely alerts help ensure compliance with data 

protection regulations by providing an auditable trail of security events and the 

corresponding response actions. 

Use Case: 

• Scenario: A company receives an alert indicating that one of its executives has had their 

credentials compromised due to a phishing attack. 

• Action: The IT team immediately disables the executive's account and begins an 

investigation, contacting the user to reset credentials. 

• Outcome: The organization prevents any unauthorized access to sensitive executive-level 

data and ensures continued compliance with security regulations. 



6.5. Email Analysis for Security and Efficiency 

 

 

Email analysis tools track inbound and outbound messages, flagging suspicious activity such as 

phishing emails, blocked or junked messages, and email delivery issues. This ensures that 

important communication reaches its intended recipients while safeguarding the organization 

from email-based attacks. 

 

Advantage: 

• Protection from Phishing: By identifying and blocking malicious emails, businesses can 

protect employees from falling victim to phishing attacks that may compromise accounts 

or sensitive data. 

• Improved Email Efficiency: Monitoring email performance helps identify issues with 

delivery, spam filters, or misdirected messages, ensuring smooth communication. 

Use Case: 

• Scenario: A company notices that several important client emails are being junked or 

blocked by the internal email system. 

• Action: The IT team adjusts email filters to allow legitimate client emails through while 

continuing to block malicious content. 

• Outcome: Client communication improves, and the company reduces the risk of missing 

important business opportunities due to blocked emails. 

  



 

7. Security 
 

 

7.1. Top 10 Alerted Accounts 

 

 

 

 

 

 

 

This feature highlights the top 10 user accounts that have triggered the most security alerts. These 

accounts may be the most vulnerable or most targeted, requiring immediate attention from the 

security team. 

Advantages: 

• Focused Monitoring: Identifies the riskiest user accounts for targeted action. 



• Prioritized Response: Allows the security team to prioritize high-risk accounts and prevent 

potential attacks. 

• Improved Resource Allocation: Focuses security resources where they are most needed, 

reducing overall risk. 

 

Use case 

• Scenario: An organization detects several unauthorized access attempts on the accounts of 

high-profile personnel like executives and system administrators. 

• Action: The IT team strengthens security measures on these accounts by enforcing stricter 

multi-factor authentication (MFA) and monitoring account activity more closely. 

• Outcome: Unauthorized access is prevented, safeguarding critical corporate data. 

 

7.2. Top 10 IP and Locations 

 

 

 

 

 

 

 

This feature provides visibility into the top 10 IP addresses and locations generating the most security 

alerts, which helps organizations pinpoint geographical hotspots of malicious activity. 

Advantages: 

• Enhanced Geographical Awareness: Identifies countries or regions from which malicious attempts 

are frequently made. 



• Improved Risk Mitigation: Enables the implementation of region-based security policies such as 

geo-fencing. 

• Prevents Unauthorized Access: Blocks access from high-risk regions or IP addresses to reduce 

attack vectors. 

 

Use Case: 

• Scenario: A business based in the United States notices multiple login attempts from foreign 

countries like Russia and China, where they have no operations. 

• Action: The IT team blocks these regions from accessing the corporate network and enforces 

additional verification steps for users from high-risk countries. 

• Outcome: The organization mitigates unauthorized access attempts, ensuring only valid users 

from trusted regions can access the system. 

 

7.3. Top Attack Ips 

 

 

 

 

 

 

The Top Attack IPs feature highlights the IP addresses consistently involved in malicious activities, allowing 

organizations to blacklist these addresses and prevent further attacks. 

 

Advantages: 

• Quick Identification of Malicious Sources: Identifies and blocks the most frequent sources of 

attacks. 

• Proactive Defense: Blacklisting known attack IPs reduces exposure to repeat offenses. 



• Efficient Response: Ensures that IP-based threats are managed promptly, reducing the risk of 

breaches. 

 

Use Case: 

• Scenario: An organization observes repeated phishing attempts from certain IP addresses 

targeting their email servers. 

• Action: The IT department blacklists these IPs across the network and enforces stronger email 

filtering. 

• Outcome: The phishing attempts are mitigated, and the security team can focus on new threats 

rather than reoccurring ones. 

 

 

7.4. Top Evidence App 

 
This feature tracks the applications generating the most security alerts or evidence of malicious activity, 

enabling organizations to focus on hardening those applications. 

Advantages: 

• Focus on Vulnerable Apps: Identifies which applications are most often targeted or used for 

attacks. 

• Improves Application Security: Allows businesses to prioritize security patches and updates for 

frequently targeted applications. 

• Reduced Attack Surface: Strengthens critical applications to reduce their exposure to security 

incidents. 

 

 



Use Case: 

• Scenario: A business identifies that a commonly used internal application is generating frequent 

security alerts due to unpatched vulnerabilities. 

• Action: The IT team applies security patches and reviews access control policies for the 

application. 

• Outcome: The application is secured, reducing its exposure to potential attacks and improving 

overall system integrity. 

 

7.5. Alerts by Category 

 

 

 

The "Alerts by Category" feature provides a categorized view of security alerts, helping security teams 

quickly identify and assess different types of potential threats within the organization’s IT environment. 

Categories such as "Suspicious Activity" and "Credential Access" highlight specific types of security risks. 

For example, "Suspicious Activity" could cover anomalies like unusual login attempts or abnormal data 

access patterns, while "Credential Access" focuses on attempts to access or misuse login credentials, 

potentially indicating an unauthorized or compromised account. 

Advantages: 

• Enhanced Threat Visibility: By categorizing alerts, security teams gain clear insights into the types 

of threats facing the organization, which helps prioritize response efforts based on risk level. 

• Efficient Incident Response: With alerts grouped by category, IT teams can focus on high-risk areas 

first, allowing for faster and more targeted mitigation of security incidents. 

• Reduced Noise in Alerting: Categories enable filtering and focusing on specific types of alerts, 

helping reduce alert fatigue and improving the focus on critical incidents. 



• Improved Compliance and Reporting: Categorical insights support regulatory compliance by 

making it easier to report on specific threat types, which is often required by standards like GDPR, 

HIPAA, and ISO. 

Use Case: 

• Scenario: A company realizes that phishing attacks are the most common security incidents based 

on alert categories. 

• Action: The IT team implements advanced email filtering and conducts staff training on phishing 

recognition. 

• Outcome: The company reduces its vulnerability to phishing attacks, preventing potential data 

breaches and improving overall security awareness among employees. 

 

7.6.  Alerts by Severity 

 

 

 

 

 

 

 

This feature ranks security alerts based on their severity (e.g., low, medium, high, critical). It allows 

companies to focus on the most pressing threats and address them before they escalate into significant 

breaches. 

Advantage: 

• Focused Incident Response: Allows the organization to concentrate efforts on high-severity 

threats while monitoring lower-severity alerts for ongoing developments. 

• Efficient Resource Allocation: Helps in allocating resources to the most critical incidents, ensuring 

that high-risk events are managed immediately. 

• Better Risk Management: Provides a clearer understanding of the overall security posture by 

categorizing incidents based on their potential impact. 



Use cases: 

• Scenario: A high-severity alert is triggered due to unauthorized access attempts targeting sensitive 

business systems, such as customer data or intellectual property. 

• Action: The IT team immediately isolates the affected system, conducts a detailed investigation, 

and applies the necessary security patches or configuration changes to close the vulnerability. 

• Outcome: The organization prevents critical data from being compromised, safeguarding both its 

reputation and its operational continuity. 

 

6.7.  On-Prem AD Alerts 

 

This feature provides alerts for activities in the on-premises Active Directory (AD), such as unauthorized 

role changes, password resets, or account lockouts. Monitoring on-prem AD ensures that user identities 

and access controls are managed effectively. 

Advantages: 

• Enhanced Identity Management: Tracks suspicious activity related to user roles and permissions 

in the on-prem AD. 

• Improved Compliance: Helps maintain adherence to compliance standards by monitoring 

unauthorized changes or breaches. 

• Rapid Detection of Insider Threats: Ensures that unauthorized internal changes are detected and 

acted upon swiftly. 

Use Case: 

• Scenario: An organization receives alerts indicating unusual account lockouts and password 

changes for multiple high-privilege accounts in the on-prem AD. 

• Action: The security team investigates and discovers an insider attempting to escalate privileges 

and access sensitive data. 

• Outcome: The organization prevents unauthorized access and reinforces its internal security 

policies to prevent future incidents. 

  



6.8.  MITRE ATT&CK Tactics/Techniques 

 

The MITRE ATT&CK framework helps organizations identify the tactics and techniques used by attackers, 

providing a standardized approach to detecting and mitigating cyber threats. 

Advantages: 

• Structured Threat Intelligence: Aligns security incidents with known attacker behaviors, making it 

easier to identify and respond to threats. 

• Improved Threat Response: Businesses can implement defense strategies that specifically target 

identified tactics and techniques. 

• Proactive Security Measures: Enables businesses to develop proactive defense mechanisms for 

common attack strategies. 

 

Use Case: 

• Scenario: A company identifies lateral movement techniques being used by attackers to move 

from compromised low-level accounts to more privileged systems. 

• Action: The security team implements micro-segmentation, limiting the attacker's ability to move 

laterally within the network. 

• Outcome: The attacker is contained, and the breach is mitigated before reaching critical systems. 

 

6.9.   Privilege Account Monitoring 

 

 

 

This feature monitors privileged accounts, which have elevated access to sensitive systems and data. 

Monitoring ensures that any misuse or anomalies related to these accounts are detected early. 

Advantages: 

• Protection of Critical Resources: Ensures that privileged accounts are not abused, either 

intentionally or unintentionally. 



• Prevention of Insider Threats: Detects suspicious activities by insiders who may have privileged 

access to critical systems. 

• Increased Accountability: Logs actions taken by privileged accounts, providing an audit trail for 

compliance and security purposes. 

 

Use case: 

• Scenario: A privileged user is flagged for making unauthorized configuration changes to a critical 

system during off-hours, which violates the company’s security policy. 

• Action: The IT team investigates and reverts the changes, conducts a forensic review to determine 

if the activity was malicious, and implements additional monitoring for the account. 

• Outcome: The business avoids potential operational disruption by stopping unauthorized changes 

and ensures compliance with internal policies through strengthened monitoring and response 

protocols. 

 

6.10.  SIEM+SOAR Integration 

 

Security Information and Event Management (SIEM) combined with Security Orchestration, Automation, 

and Response (SOAR) allows for faster detection and response to security incidents. SIEM collects and 

aggregates security data from multiple sources, while SOAR automates incident response processes to 

handle threats efficiently. 

 

Advantages: 

• Automated Incident Response: Reduces the time required to detect, investigate, and respond to 

security incidents. 

• Scalability: As the number of security alerts grows, automation ensures that incidents are 

managed efficiently without overwhelming security teams. 

• Consistent and Reliable Responses: Automated responses ensure that security protocols are 

followed consistently, reducing the chance of human error. 

Use Case: 

• Scenario: A brute force attack is detected by the SIEM, and the SOAR system automatically 

blocks the attacker's IP address, alerts the security team, and generates a report for review. 



• Action: The automated response stops the attack in real time, and the security team reviews the 

incident to apply additional safeguards. 

• Outcome: The company mitigates the attack without requiring manual intervention, saving time 

and protecting the network from further exploitation. 

 

 

 

 

 

8. Email Analysis 
 

 

  



 

8.1. Email Directions 

 

Tracks the direction of emails, categorized as intra-organization, inbound (from external sources), 

outbound (sent to external sources), or unknown. 

 Advantages: 

• Provides insights into the flow of communications, allowing organizations to monitor where their 

emails are coming from or going to. 

• Helps in detecting patterns of external email influx or spikes in internal communication that might 

indicate abnormal behavior. 

 Use Case: 

• Scenario: A sudden increase in inbound emails is detected from unknown domains. 

• Action: The IT team investigates these domains to determine if they are from legitimate sources 

or part of a potential phishing campaign. 

• Outcome: The organization proactively blocks malicious domains, preventing phishing or spam 

attacks. 

 

8.2. Delivery Action 

 

Shows what happened to each email—whether it was delivered, junked, or blocked. 



Advantages: 

• Helps monitor how emails are being filtered, giving insights into the security efficiency and 

ensuring no critical emails are mistakenly blocked. 

• Reduces the risk of important emails ending up in spam or blocked unnecessarily. 

Use Case: 

• Scenario: A high number of legitimate emails are being junked. 

• Action: The IT team reviews the spam filters and adjusts the rules to reduce false positives. 

• Outcome: Critical business emails reach their intended recipients, ensuring smooth 

communication and business operations. 

 

8.3. Top Senders 

 

Lists the top email senders by volume, including their email addresses and the number of emails sent. 

• Advantages: 

• Identifies potentially harmful email patterns from specific addresses, helping 

organizations manage spam, phishing, or mass email campaigns. 

• Recognizes key email contributors within the organization, providing insights into 

communication patterns. 

• Use Case: 

• Scenario: A single external address is sending thousands of emails, overwhelming 

employees’ inboxes. 

• Action: The IT team blocks the address and investigates whether it’s a spammer or part of 

a coordinated phishing attempt. 



• Outcome: The organization prevents employees from being distracted by unnecessary or 

harmful emails, reducing the risk of phishing attacks. 

8.4. Top Recipients 

 

Shows the most frequently emailed users within the organization. 

Advantages: 

• Helps identify key individuals who might be targets for phishing or spam attacks based on the 

volume of emails they receive. 

• Provides insight into the flow of communication to individuals who might need enhanced 

monitoring or protection. 

Use Case: 

• Scenario: The CEO’s email is the top recipient of external emails, raising concerns about potential 

targeted phishing attacks. 

• Action: The IT team increases security measures such as multi-factor authentication (MFA) for that 

account and monitors emails more closely. 

• Outcome: The organization minimizes the risk of high-level executives falling victim to phishing 

attacks. 

 



8.5. Top Recipient Domains 

 

 

Lists the domains that receive the highest volume of emails from your organization. This feature 

is useful for identifying frequent communication partners and ensuring that sensitive data is not 

sent to unauthorized or risky domains. 

Advantages: 

• Improving Relationships with Partners: Ensures that emails to key partners are not blocked or 

delayed, facilitating smooth business operations. 

• Detecting Unusual Activity: Helps identify if emails are being sent to unexpected or risky domains, 

which could indicate a potential security breach or insider threat. 

• Ensuring Data Security: Monitors external domains to ensure that sensitive or confidential 

information is only sent to trusted partners. 

 

Use case: 

 

• Scenario: A non-business-related domain becomes one of the top recipients of outbound emails, 

raising suspicion. 

• Action: The IT team investigates and finds that an employee is sending sensitive company data to 

a personal email account. 

• Outcome: The employee is disciplined, and security protocols are updated to prevent further 

unauthorized data sharing. 



8.6. Email Timeline 

 

The email timeline graph provides a visual representation of email activity over a specific time period, 

showing peaks and trends in email flow, categorized by inbound, outbound, and intra-org emails. This 

helps track email volume in real-time and understand normal versus abnormal communication 

patterns. 

Advantages: 

• Detecting Anomalies in Real Time: Allows businesses to identify sudden spikes in email traffic that 

could indicate spam or malware campaigns. 

• Tracking Productivity: Gives a visual indication of email communication trends, helping to track 

team productivity or response times. 

• Evaluating Email Quickly identifies system slowdowns or outages if email flow suddenly drops off. 

Use Case: 

• Scenario: A spike in outbound emails is observed at unusual hours, raising concerns about a 

potential security breach. 

• Action: The IT team investigates and finds a compromised account being used to send bulk emails, 

taking steps to secure the account. 

• Outcome: The organization avoids being blacklisted by external email providers for spam and 

secures its email infrastructure against further compromise. 

 



8.7. Email Events 

 

 

Provides detailed logs of email transactions, including information about attachment counts, 

authentication results (SPF, DKIM, DMARC), and the delivery outcome. This allows administrators to 

diagnose issues and ensure the integrity of email communications. 

Advantages: 

• Ensuring Email Authentication: By checking SPF, DKIM, and DMARC results, businesses can ensure 

that their emails are properly authenticated, reducing the likelihood of being spoofed or 

impersonated. 

• Detailed Tracking: Provides comprehensive visibility into each email, allowing for thorough 

troubleshooting of delivery issues. 

• Security and Compliance: Ensures that email security policies are followed, helping businesses 

remain compliant with regulations such as GDPR or HIPAA. 

 

Use Case: 

• Scenario: Multiple inbound emails are failing DMARC authentication, leading to potential security 

risks. 

• Action: The IT team contacts the senders to resolve the issue and temporarily blocks their emails 

until the authentication protocols are properly configured. 

• Outcome: The organization avoids receiving spoofed emails and protects itself from potential 

phishing or malware attacks. 

 



8.8. Attachment Details 

 

 

Displays detailed information about email attachments, including file types, sizes, and SHA256 hashes for 

verification. This helps detect potentially dangerous attachments that could carry malware or sensitive 

information that shouldn’t be shared. 

Advantages 

• Mitigating Risks of Malicious Attachments: Identifies suspicious attachments early and helps 

prevent malware from entering the network via email. 

• Ensuring Compliance: Tracks and analyzes attachments to ensure no sensitive information is being 

leaked or improperly shared. 

• Analyzing File Sharing Trends: Offers insights into file-sharing behavior, helping businesses 

optimize data-sharing practices. 

Use Case 

• Scenario: An employee receives an unexpected attachment from an unfamiliar external address. 

• Action: The IT team checks the file’s SHA256 hash and discovers that the file has been flagged as 

malware in an external database, leading them to block the file and notify the employee. 

• Outcome: The business prevents a potential malware infection, safeguarding its internal systems. 

 

 

 



 

 

 

 

 
 

 
 

 

 


